MHWHHUCTEPCTBO OBPA3OBAHMS 1 HAYKH POCCUMCKOI ®EJEPAIN
JIEIIAPTAMEHT I'OCYJIAPCTBEHHOM ITOJIUTHUKU B COEPE

OBIIEI'O OBPA3OBAHU A

[MMCBMO

ot 14 mas 2018 r. N 08-1184

O HAITIPABJIEHMU UTH®OPMAILIMUA

JlenmapraMeHT rocy1apCTBEHHOHM MOIUTHKY B chepe oOmiero oOpasoBanuss MunoOpHayKu
Poccuu nanpasnsier 1 cBeneHus pazpadoranHsie BpemenHoi komuccueit Coera denepanuu
110 Pa3BUTHIO HH(POPMALIMOHHOTO OOIIECTBa METOAMYECKIE PEKOMEH/IAIIUH O pa3MEIIeHUH Ha
MH(OPMAILIMOHHBIX CTEHAAX, OUIIMATBHBIX HHTEPHET-CalTaxX U APYrux HHPOPMAIIMOHHBIX
pecypcax o01eo0pazoBaTeIbHBIX OPraHNU3auil 1 OPTaHOB, OCYIIECTBIIIONINX YIIPABICHHE B
cdepe obpazoBanusi, HHPOpPMAIHK O O€30MIACHOM MMOBEACHUH U UCTIOIB30BaHUU CETU
"UnTepuer".

Hupexrop [lenapramenTa

A.E.IIETPOB

[Tpunoxxenue

METOAUYECKHUE PEKOMEHIALIMA

O PABMEIIEHUHN HA HTHOPOPMALIMOHHBIX CTEHJIAX, OPUITUAJIBHBIX
WHTEPHET-CAHUTAX U JIPYTUX UHO®OPMAIIMOHHBIX PECYPCAX

OBIIEOBPA30OBATEJLHBIX OPTAHU3AIINIT 1 OPTAHOB,
OCYIIECTBJISIFOIIINX

YIPABJIEHUE B COEPE OBPA30BAHUSA, THOOPMALIMU O BE3OITACHOM
HOBEJIEHNHU N UCITOJIB3OBAHUU CETU "UHTEPHET"

Okcnepramu U wieHaMu BpemenHnoi komuccun Cosera Denepanuiv 1o pa3BUTHIO
UH(POPMALIMOHHOTO 001I[ecTBA B paMKaX BBIMOJIHEHUS! pEeKOMEHJAIMN TapIaMeHTCKUX
ciymaHui "AKTyanbHBIE BOIIPOCHI 0OecTieueHnsi 6€30MacHOCTH U Pa3BUTHS JIETEH B
UH(POPMALIMOHHOM ITpocTpaHcTBe", KoTopble npouutu B Coere denepauuu 17 anpens 2017 r.,
ObLIM pa3paboTaHbl METOUYECKHE PEKOMEHIALINN O pa3MElIeHNH Ha NH(GOPMAIIMOHHBIX
CTeHJaX, O(UIATBHBIX HHTEPHET-caiiTax U ApyruxX HHPOPMALMOHHBIX pecypcax
0011eo0pa3oBaTeIbHBIX OPTaHU3alMi U OPraHOB, OCYILIECTBISIONINX yIpaBieHHe B chepe
oOpa3oBaHus, HHPOpMALUU O OE30MTACHOM MOBEICHUH U UCTIONb30BaHUM ceTH "MHTepHeT"
(manee - METOUYECKHE PEKOMEHIAIINN ).

MeTtoanveckne peKOMEHIAIIMN HAaITPaBJICHBI Ha KaY€CTBEHHOE MOBBIIICHUE YPOBHS
WH(OPMAIIMOHHOHN JEATEeIHLHOCTH 00IIe00pa30BaTeNbHBIX OPraHU3alluii U OPTraHoB,
OCYIIECTBIISIONINX yIpaBlIeHHEe B cpepe 00pa3oBaHus, B 4aCTH HHOOPMHUPOBAHUS YIAIIUXCS, UX



poauTenel (3aKOHHBIX PEICTaBUTENEH) U MeJarornyeckux paboTHUKOB 00 OCHOBHBIX aCHEKTaxX
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

MeTtoauueckre peKOMEeH 1Ay T03BOJISAT 00IIe00pa30BaTEIbHBIM OPraHU3alMSIM U OpraHam,
OCYILECTBIISIOLINM YIIpaBiIeHUE B cepe 00pa3oBaHus, aKTyaTU3UPOBATh y)KE HCIIOIb3yeMbIe U
pa3MeleHHbIe HHPOPMAIIMOHHbIE MaTEPHUAaJIbl, TAK U MOJATOTOBUTDH UX B CIy4ae UX OTCYTCTBHS C
YUETOM JIyUIIUX [IPAKTUK U PEKOMEHAALNH.

B pamkax MeToau4yecKux peKoOMEeHAAINi pacCMaTPUBAIOTCS CASAYIOIINE WHCTPYMEHTHI:

1. na(bOpMaLMOHHBIE CTEH/IBL;

2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoil MHpOpMAIMH (IIKOJIbHBIE a3€Thl, IEaroOrHYeCKUe U3aHUS U APYTHUE).
NudopmanmonHbie CTeH b

Ha nadopmanmonHbix cTeHnax B 001eo0pa3oBaTeIbHBIX OPTaHU3AIHX, PACTIONIOKEHHBIX B
¢oiie yupexx1eHH 1 B KaOMHETax, OCHALIEHHBIX IEPCOHAIbHBIMU YCTPOMCTBaMU JUIsl BBIXO/1A B
ceTb "MHTEpHET", peKOMEHIyeTCs pa3MeCTUTh UH(POPMAIIMOHHBIE TAMATKU, COJIEpKaIe
OCHOBHBIE COBETHI 110 00€CIIeYeHNI0 NHPOPMALMOHHOM 0€30M1aCHOCTH YYaIluXCsl.

B IIPUITOKCHUU N1k MCTOJUYCCKHUM PCKOMCHIAIUAM IIPCACTABJICH O6p836].[ naMATKH OJIA
PasMCIICHUA Ha I/IHCI)OpMaIII/IOHHI)IX CTCHAAXx.

CpenctBa MaccoBoii nH(MOpMaIuu

B cpeactBax maccoBoil nH(oOpMaIK, OpUEHTUPOBAHHBIX Ha 00YUYaIOIMIUXCsl, PEKOMEH1yeTCsl B
TE€YeHHE y4eOHOro rojia perysipHoO MyOINKoBaTh HH()OPMALIMOHHBIE MAaTEPUATIbI, IOCBSILIEHHBIE
OTJIENIbHBIM acreKTaM HH()OpMaIMOHHON 6€30aCHOCTH, a TaKXkKe pa3InYHbIe MaMATKH 00IIEero
XapakTepa.

B cpencrBax maccoBoil HH(pOpMaIMi, OPUEHTUPOBAHHBIX Ha M€1arOrM4ecKyro 0OIECTBEHHOCTD,
pEeKOMEeH1yeTcsl B TeUeHHE KaJeHJapHOTr0 rojia perysipHO MyOIMKoBaTh MH(MOPMAIIMOHHBIE
MaTepuaibl, HOCBAILEHHbIE OTJEIbHBIM acleKTaM HHPOPMAIIMOHHOM 6€30MacHOCTH Kak
HECOBEPLIEHHOJIETHHUX, TaK U 00111e00pa30BaTeIbHbIX OpPraHU3allui, a TaKKe pa3InuHbIe
naMsATKH, 0030pbl HOPMATUBHO-TIPABOBOI'O PETYINPOBAHUS JaHHOU cdepbl 1 HHPOPMALHIO O
aKTyaJbHbBIX MEPONPUATHUIX U COOBITUAX B JAHHOU cdepe.

B xone nposeaenust Enqunoro ypoxka no 6e3onacHoctH B cetu "MHTepHET" pekoMeHiyercs
00ecreynTh BHIITYCK TEMaTHUYECKOTO BBITYCKa CPEICTBAa MaccOoBOM MH(OpMaruu 11udo cepun
nyOIMKaui, cpein KOTOPBIX PACCMOTPETh OPraHU30BAHHbBIE MEPOTIPUSATHUS AJIs1 00 yUaIOLIUXCS,
UX poauTeNel (3aKOHHBIX MPEICTaBUTENCH) U eAarornueckoi 00IecTBEHHOCTH.

Odunmansusie THTEpHET-peCcypehl

O0611e00pa3zoBaTeIbHBIM OpPraHU3alMsIM PEKOMEH]IyeTCsl Ha CBOUX OpuIHaIbHbIX HTepHeT-
pecypcax obecneuuTh (PyHKIHOHUPOBAHUE CAMOCTOATEIBHOTO U CHEIHATIU3UPOBAHHOTO
pazznena "MHdopmarrionHas 6€30MacHOCTh", B paMKax KOTOPOTO MPEAyCMOTPETh pa3MelIeHHe
crenyrolel nHhopMaIuu:



N Pazmen/monmpaznen

. JlokanbHbIE
HOpPMAaTHUBHBIC aKThI B
cdepe obecrieucHUs
“H(pOpMaAITMOHHOM
0€30MacHOCTH
00yJaroImXxcst

. HopmaTtuBHOE
peryiaupoBaHue

. Ilenarornueckum
paboTHHKaM

OObyyaromumes

. Ponurensim (3akOHHBIM
IIPEICTAaBUTEIISIM)
00yJaroImxcst

. JleTckue Oe3ormacHbIe
CaMTHI

®opmar
IIPEICTaBICHUS
MaTEpHUaJIOB

Konnu
JIOKYMEHTOB B
¢dopmare *PDF

Konuun
JIOKYMEHTOB B
dbopmate *PDF

TekcT Ha
CTpaHHuIIC caiiTa

Komun
JIOKYMEHTOB B
¢opmare *PDF

Texkct Ha
CTpaHUIIE cailTa

TekcT Ha
CTpaHulIE calTa

TekcT Ha
CTpaHUIIE cailTa

CopepxaHue MaTEpUAIIOB

Pa3zmMerniarorcst KOMK JOKYMEHTOB, T.€.
CKaHWPOBAHHBIN BapUaHT JIOKYMEHTA,
COOTBETCTBYIOLINI TPEOOBAHUAM K
napaMeTpaM CKaHHpoBaHH. Pa3meriatorcs
JOKYMEHTBI, PETJIAMEHTUPYIOIIHE
OPraHHU3aLMIO0 U PabOTy C EPCOHATBHBIMU
JAHHBIMH, TUIAHBI MEPOTIPUATHUIH 1O
obecrieueHnI0 HHGOPMAITMOHHON
0e301acHOCTH 00YYAIOIINUXCS U APYTHE.

[TyOnmuKyrOTCS aKTyanbHbIE CBEICHUS O
(beﬂepaJILHI)IX N pCruOHAJIbHBIX 3aKOHAX,
IMChMax OPraHoB BJIACTH U JIpyTUe
HOPMAaTUBHO-IIPABOBBIC JOKYMCHTHI,
periaMeHTHpYIOoIIre 00ecreyeHne
UH(POPMALMOHHOW O€30MTaCHOCTH
HecoBepIIeHHONeTHUX. [lonmyckaercs
BMECTO KOITHH pasMemarb rurepCChlJIK HAa
COOTBETCTBYIOILIHE JTOKYMEHTHI Ha caiiTax
OpraHoB roCyJapCTBEHHOH BIIACTH.

Pasmemarorcss METOTUUECKHE
PEKOMEH/IallMU U YKa3bIBaeTCsl HHGOpManus
0 MEpOIPUATHAX, IIPOCKTaX U IIpOorpaMmax,
HaIlpaBJIEHHBIX HA MOBBIIICHUE
MH(POPMAIIMOHHON TPAMOTHOCTH
MeIarorn4eckux paboTHUKOB.

Pazmeriaercs nHpopMaloHHast mamsTKa
(npunoxenue N 2) u yka3bIBaeTcs
UH(pOPMaLIUS O MEPONIPUATUAX, TPOEKTaX U
MporpamMMmax, HalpaBJICHHbBIX Ha
HOBBIIIEHHE HH(POPMALIMOHHOM
IPaMOTHOCTH O0YyYaroIINXCS.

Pa3memaercs nHpopmMamoHHas namsTka
(mpunoxenue N 3).

Pazmemaercs nadopmarus o
PEKOMEHIYEMBIX K UCTIOJIB30BAaHUIO B
ydeOHOM Tpoiiecce 0€30MacHBIX calTax,
OaHHEpBI OE30MACHBIX JIETCKUX CAalTOB.

Opranam, OCyIIECTBIISIFOIINM yIpaBlieHue B cepe o0pazoBaHUs, pEKOMEHAYETCSI Ha CBOMX
odpunmansHbix HTEpHET-pEecypcax o0ecneunTh GyHKIIMOHUPOBAHUE CAMOCTOSTEIHLHOTO U
cnieruanu3upoBaHHoro pazzaena "Mudopmanronnas 6e30macHOCTh", B paMKax KOTOPOTO
MIPEAYCMOTPETh pa3MeENIeHUE CIIeyIoNel HH(OopMaIuu:



ITpunoxxenne N 1
[MAMSTKA
JUISL OBYUAIOIUXC ST Ob UHOOPMAITMOHHOM BE3OITACHOCTH JIETEM

HEJIb34

1. Bcem mozpsi cooO1IaTh CBOO YacTHYIO HHGOpMaIHIO (HacTosmue ums, pamuimro, TenedoH,
ajipec, HOMep MIKOJIbI, a TaKkke (hoTorpaduu CBOH, CBOCH CEeMbU U Ipy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DAilJIbl AJIEKTPOHHON TOYTHI, KOTIa HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuth, npuanpaThCs, OKa3bIBaTh AABJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arpeCcCUBHO;

4. He pacniopspkaiicsi JeHbraMu TBOEH ceMbH 0€3 pa3pelleHrs CTapIluX - BCeria CrpaminBai
poauTeneu;

5. He Bcrpeuaiics ¢ THTEpHET-3HAaKOMBIMHU B pPEaIbHOM JKU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JIOBEPSICILb.

OCTOPOXHO

1. He Bce numyT npapay. Yurtaemns o cede HenpaBay B MiHTepHETE - cOO0IM 00 ’TOM CBOMM
POJIUTENSAM WM ONEKYHAM;

2. llpurnamaroT nepenuchiBaThCsl, MTPaTh, 0OMEHUBATHCS - IIPOBEPH, HET JIU MO/IBOXA;
3. He3zakonHoe konupoBanue ¢aiiinos B UHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIBIM O TTpoOJIeMax B CETH - OHU BCET/la IIOMOTYT;

5. Ucnonp3yil HacTpolKK 0€301aCHOCTU M MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOM aKKAyHTHI B
COLICETSAX U IPYIHX NOpTalax.

MOXHO

1. YBaxaii Ipyrux rnojap30BaTeNe;

2. Ilonp3yenibess MHTEpHET-UCTOYHUKOM - JIEJIall CCBUIKY HA HETO;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maTbcs 32 TOMOILBIO B3POCIBIM - POAUTENHN, ONIEKYHbI U aIMUHUCTpAIlMs CaliTOB BCeraa
IIOMOT'YT;

5. IIpoitnn o6yuenune Ha caiite "CeTeBUUOK" M MOTYyUH MACIOPT HUGPPOBOTO rpakIaHrHA!
ITpunoxxenne N 2

NHOOPMAILIMOHHA S ITAMATKA



JU OBYYAIOIMXCA JIA PASMEINEHN A
HA OOULIMAJIBHBIX UHTEPHET-PECYPCAX

C KaKIbIM I'OJOM MOJIOACKHU B HHTCPHETC CTAHOBUTLCSA 6OJ'IBH_I€, a IMKOJIbHUKU OJHHU U3 CaMbIX
aKTHBHBIX IOJIb30BaTeNnei Pynera. Mexy TeM, TOMUMO OrPOMHOTO KOJIMYECTBa
BO3MO>KHOCTEM, HHTEPHET HECET U NIPOOJIEMBI. DTa NaMATKa JOJDKHA TOMOYb TeOe 6€3011acHO
HAaXOJUTHCS B CETH.

KoMnbrorepHblie BUPYCBI

KoMIbroTepHslii BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOrpaMM, OTINYUTEIIBHOU
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHMIO. B ononHeHue K aTomy,
BUPYCBHI MOT'YT IMOBPEIUTH WIH MOJTHOCTHIO YHHUTOXKHUTH BCe (hailyibl U TaHHBIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3aMyllieHa 3apaXeHHas IporpaMma,
a TaKk)Ke TOBPEIUTh WIH JaXKe YHHUTOXHUTDH OTIEPAIMOHHYIO CUCTEMY CO BCeMH (hailiiamu B
nesnoM. B GonbIIMHCTBE cilyyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MeTobl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnonb3yii COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHD 3alIUThHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. IloctosinHO ycTaHaBiMBal nadytu (UG POBbIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTaHABIIMBAIOTCA C LEJIbIO IOPa0OTKH MPOTrpaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
orepanuoHHoi cucteMbl. CKkauMBail UX TOJIBKO ¢ OQHUIMAIBLHOTO caiita pa3padorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE 1101 ITpaBaMU MOJIb30BaTeNs, a HE aMUHUCTpaTOpa. JTO HE
MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM NEPCOHAIEHOM
KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPaMMHBIE MTPOTYKTHI U3BECTHBIX MTPOU3BOIUTENECH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Mcnonp3yil BHEIIHKME HOCUTENH HH(OPMALINY, TaKUe Kak (iemika, JUCK Win (aidi u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEpHBIE (haiiiibl, TOTYyYEHHBIE U3 HEHAIEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpbIE MpUCIAT TBOM 3HAKOMBIN. JIyyllle yTOuyHH y HETO, OTHPABJISUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3T0 He Buj nepeiaun TaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeH, Mapka. Eme B 1991
roJly HUJepiaaHacKas koMmnanus 3apeructpuponana opensr "WECA", yro o0o3Havano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecripoBoiHas TOYHOCTH'.

Jlo Hamero BpeMeHH AoIuIa Ipyras ab0peBuaTypa, KOTopas sSBISIETCS TAKOU K€ TEXHOJIOTHEH.
Oto ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO ¢ HAMEKOM Ha CTaHJapT BhICIIEH
3BykoBoil TexHuku Hi-Fi, uto B nepeBosie o3HavaeT "BbICOKast TOYHOCTH".



Ja, 6ecrutaTHbI UHTEPHET-AOCTYI B Kade, OTENAX U adporopTax SBISETCS OTIMYHON
BO3MOYKHOCTBIO BBIXOZIa B MUHTEpHET. HO MHOTHE 3KCIepThI CUMTAIOT, YTO 00IIe 0CTyIHbIE Wi-
Fi cetu He aBnstoTcs 6€30MaCHBIMU.

CoBertbl 110 Oe30macHOCTH paboThI B 001IeI0CTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro muuHyro nHpopMaluio yepes odmenoctymubie Wi-Fi cetu. Paboras B
HHX, )KeJIaTeIbHO He BBOJIUTD MAPOJIH JOCTYIIA, JOTMHBI M KaKHE-TO HOMEPA,;

2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMBbI M Opanamayep. Tem caMbIM Thl
obe3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oBannu Wi-Fi otkimoun ¢pyrakmuto "OOrumii 1ocTyn K (aiiaam u mpuHTepam”.
Jannast QyHKIHS 3aKpbhITa 0 YMOJIYAHUIO, OJJHAKO HEKOTOPHIC ITOJIH30BATEIIN AKTUBUPYIOT €€
JUTsl y100CTBa UCIIOJIb30BaHMsI B paboTe win yueoe;

4. He ucnone3yit myonuunsiii WI-FI nns nepenaun audHbIX JaHHBIX, HAIPUMED 71 BBIXO/1A B
COLMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yii Tonbko 3amuinieHHoe coequnenue yepe3s HTTPS, a ue HTTP, 1.e. mpu nHabope
BeO-anmpeca BBoau UMeHHO "https://";

6. B MmoOunsHOM Tenedone orkiroun ¢pyakmuio "[loakmouenne k Wi-Fi aBromatnuecku'. He
JIOITyCKaii aBTOMATHUYECKOTO MOJIKIFOYCHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coracus.

COI_[I/IaJ'IbHBIe CCTU

CouuanbHbIE CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIFOJIM PaOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MusInapa 4eloBeK, U4TO SIBISETCS OJHOM
CeZIbMOM BCeX JKUTENEeH TIaHeThl. MHOTHE MOIh30BaTeu HE TOHUMAIOT, YTO HH(pOpMaIus,
pa3MeIleHHas MU B COLIMATBHBIX CETAX, MOXKET ObITh HalJIeHa U UCTIOIB30BaHA KEM YTOJTHO, B
TOM YHCJIe HE 00s13aTeIbHO C OJaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO OC30IACHOCTH B COIMAJIBHBIX CCTAX:

1. Orpanuyb CIMCOK Apy3el. Y TeOs B APY3bsIX HE JOJKHO OBITh CIIYJailHBIX W HE3HAKOMBIX
JIIOAEH;

2. 3amuiaii cBOIO 4acTHYIO *H3Hb. He yka3biBail maposu, TenedoHsl, ajapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUUHYIO0 HH(POPMALHIO. 30YMBIIIJICHHUKA MOTYT MCII0JIb30BaTh JIaXe
I/IH(l)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTEIIN IIJIAHUPYCTE IPOBECTU KAHUKYJIbI;

3. 3amminaii CBOO peryTaIuio - IEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpocC: XOTe ObI ThI,
4TOOBI APYyrye MOIB30BATENN BUJIENH, YTO ThI 3arpyskaemisb? [lomxymaii, mpexae yemM 4To-To
OITyOJINKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHIIB C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YH CBOE pEalbHOE UMS U
JIPYTYIO JTHYHYIO HHPOPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObI U MpoUee;

5. N36eraii pazmemenus Gororpaduii B UuTEpHETE, T€ TH N300paKeH HA MECTHOCTH, TI0
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOMOIOKEHNUE;



6. [Ipu peructpanuu B CONMUATBLHON CETH HEOOXOIUMO UCIOIB30BATh CIOKHBIC TTAPOIIH,
cocTosmue u3 OykB v QP U ¢ KOJUISCTBOM 3HAKOB HE MEHEE §;

7. Jlns counaabHOM CETH, MOYTHI U IPYTHX CAaTOB HEOOXOIMMO HCII0JIb30BaTh Pa3HbIEe MAPOIIH.
Torma ecnu T€0s1 B3IOMAIOT, TO 3JIOYMBIIIJICHHUKH TIOTy4YaT JOCTYI TOIBKO K OJJHOMY MECTY, a
HE BO BCE Cpazy.

:‘)J'IeKTpOHHBIG JACHbI'

DJEKTPOHHBIE JCHBTH - 3TO OY€Hb YAOOHBIN CrIoco0 TIaTexei, 0JHaKO CYIIEeCTBYIOT
MOIIEHHUKH, KOTOPbIE XOTSAT MOJYYUTh ITH JI€HBIH.

:‘)HCKT}’)OHHHG JACHBbI'M ITOABHUIINCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'0O BO MHOTI'HX
rocyaapCTBax A0 CHUX IIOP HC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHn (yHKIMOHHUPYIOT M O HUX YK€ TIPOTIHCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pemiaeTcst MPOBOAUTH ONepaliy 0e3 uIeHTH(UKALNH TTOIb30BaTeNs, a B
HEaHOHMMHBIX MJIeHTH(UKALKS T0Ib30BATEIN ABISETCS 0053aTEIbHOM.

Taroke crieayeT pa3nuyarh JIeKTPOHHBIC (PHATHBIC ACHBI'H (PaBHBI TOCYJAPCTBEHHBIM BAaJIOTaM)
U 3JIEKTPOHHbIE He(HUaTHbIE ACHBIM (HE paBHBI TOCY1APCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMU JACHbI'aMU:

1. [TpuBsiku K cueTy MOOUIBHBIN Tene(oH. ITO camMblil yI0OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTH JIOCTYII K c4ery. [IpuBs3aHHbIN TenedoH MOMOXKET, €Cliu 3a0y/IeIIb CBOI
TUTATEKHBINA MAPOJbh WU 3aiIelb Ha CAT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3y#t onHopa3oBbie maposu. [locne nepexoaa Ha yCHIICHHYIO aBTOPH3AIIUIO Te0e yiKe
He Oy/IeT yrpoXaTh OMACHOCTh KPaXXH UJTH MepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cnosxHbIi mapons. [IpectynHukam Oyner He MPOCTO YraaTh CIOKHBINA MapOJib.
Hanexubie maponu - 3To mapoiv, KOTOpbIE COACpIKAT HE MEHee 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PHI U HECKOIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKJIMIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE J10BEPSIEILb.
DneKTpoHHas mouTa

DNEKTPOHHAs MOYTA - 3TO TEXHOJIOIHS U MIPEIOCTABIIIEMBIE €10 YCIIYTH I10 MIEPECBIIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIIEHHM, KOTOPBIE PaCTIPEAETSIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SAIIMK BBITJISIIUT CIEIYIOIUM 00pa3oMm:
UMs_TI0Jb30BaTeNnss(@umMs_oMeHa. Takke Kpome rnepeayu NpocToro TeKCTa, UMeeTcst
BO3MOKHOCTb IlepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ HEKTPOHHOM IMOYTOM:
1. Hano BeIOpaTh npaBuiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE ecTh OrPOMHBII BBIOOP

OecCIUTaTHBIX MOYTOBBIX CEPBHUCOB, OJTHAKO JYYIlIE I0OBEPATh TEM, KOTO 3HAEIllb U KTO MEepBhIi B
pEUTHHTE;



2. He yka3pIBaii B TMYHOM Mo4YTe JIMYHYIO HH(opMaruio. Hanpumep, sryuiie BeIOpaTh
"My3bIKaNbHBIN (aHaTt@" wim "pokx2013" BmecTo "Temal3";

3. Mcnonb3yit ABYX3TaNHYI0 aBTOPU3AIHI0. DTO KOT[a TIOMUMO Taposis HY)KHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;

4. Boibepu ciioxkHBIN TTaposib. I Ka)KI0ro MOYTOBOTO SIUKA JOKEH OBITh CBOM HAJICKHBIH,
YCTONYUBBIN K B3JIOMY MApOJIb;

5. Ecnu ecth BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ATy
BO3MO>KHOCTB;

6. Mcnosib3yi HECKOJIBKO MOYTOBBIX SITUMKOB. [IepBbIi /151 4aCTHOM MEPENUCKHU ¢ aipecaTaMi,
KOTOPBIM ThI JIOBEPSICIIb. ITO JIEKTPOHHBIN aipec He HAJ0 UCIIOIb30BATh IIPU PETUCTPALIMU Ha

dopymax u caiitax;

7. He oTkpbiBaii (paiinel U Apyrue BIOKEHHS B MUCbMaX, J1a)e €CIM OHU MPUIILIA OT TBOUX
npy3eid. Jlydie yrouHu y HUX, OTHPABIISUTA JTU OHU TeOe 3TH (paiiisr;

8. ITocse okoH4aHus pabOTHI HA IIOYTOBOM CEPBHCE Iepe/] 3aKPHITHEM BKIIAIKH C CAUTOM HE
3a0yap HaxaTh Ha "Beriitu".

KuGepOyiuHT i BUPTYaIbHOE U3IEBATEIHCTBO

KubepOymuHr - npecieoBaHie COOOIEHUIMH, COAECPKAIMMH OCKOPOJICHHUS, arpecCulo,
3allyrMBaHKe; XYJIUTAaHCTBO; COLIMaIbHOE OOMKOTHPOBAHUE C TOMOILBIO PA3JIMYHBIX UHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPbOE ¢ KUOEPOYIITMHIOM:

1. He 6pocaiics B 00if. JIyummii cioco0: mocoBeToBaThesl Kak ceOs BECTH U, €CIM HET TOTro, K
KOMY MO>KHO OOpaTUThCS, TO BHaYalle yCIIOKOUThCS. ECiM Thl HauHeIIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30XiKellb KOH(IUKT;

2. YrpaBnsi cBoei kubeppernyTanuei;

3. AHOHUMHOCTG B ceTi MHUMasl. CyIlIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XylIUraHCKH 00pa3 BUPTYyaJIbHOM kHU3HHU. VIHTEpHET (UKCHpPYET BCE TBOM
JNENCTBUS U COXpaHsIeT UX. Y TalIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. Co0roiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Irnopupyii eanHNYHbIN HeratuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOIICHNUS JIyUllle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaauH;

7. Ban arpeccopa. B nmporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COIIUATTBHBIX CETIX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEICTICHHBIX apecoB;

8. Ecnu ThI cBUzeTeNns KnbepOyuinHra. TBOU AEHCTBUS: BHICTYIMTH IPOTHUB MIpECIeI0BaTENs,
M0Ka3aTh €My, 4TO €r0 JIEHCTBUS OLIEHUBAIOTCSI HETATUBHO, MOAEPKATh KEPTBY, KOTOPOU



HYKHa [ICUXOJIOTUYECKAask TOMOILb, COOOIIUTH B3POCIIBIM O (DaKTe arpecCUBHOTO TIOBEJICHUS B
CETH.

MoOwibHbBIN TenehoH

CoBpeMeHHbIE cMapT(OHBI U ITAHIIETHI COJIEPKaAT B ce0e BIIOJTHE B3POCIbIA (YHKIIMOHAT, U
Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMITbtoTepamu. OJIHAKO, CPEACTB
3alIMTHI JUI TOJIOOHBIX YCTPOHCTB MOKA OYeHb Masio. TecTUpOBaHHE U MOUCK YSI3BUMOCTEH B
HUX MMPOUCXOTUT HE TaK MHTEHCUBHO, Kak 11s 1K, To sxe camoe kacaeTcsi U MOOMIIBHBIX

MIPUITOKEHU .

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl y)Ke MPAKTUUECKU JOTHAIM HACTOJIbHBIC aHAJIOTH, OTHAKO
pacumupenue QpyHKIMOHAA BIeYeT 3a OO0 OOJBIIYIO CIOXKHOCTh U MEHBIIYIO 3alUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JyIsi 0€30MacCHOCTH MOOMIBLHOTO TeneoHa:

Huuero He sBiseTcs MO-HACTOALICMY OecIUIaTHBIM. By,HB OCTOPOKCH, BCJb KOI'la Tebe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KaAKUC-TO IIJIATHBIC YCIIYTH,

Jymaii, npexnae yem otnpaButb SMS, ¢hoTo ninm Bujgeo. Tl TOUHO 3HAEIb, IJI€ OHU OYAYT B
KOHEYHOM HuTOre?

Heo6xo011umMo 00HOBIIATH ONEPAlIMOHHYIO CUCTEMY TBOETO CMApPT(OHa;
Hcnonb3yit aHTUBUPYCHBIE POTPaMMBbl AJ11 MOOUJIBHBIX TeNe(OHOB;

He 3arpy>1<a171 IMPUITOKCHUA OT HCU3BCCTHOI'O UCTOYHUKA, BEAb OHU MOTYT COJACPIKATh
BPCAOHOCHOC TPOIpaMMHOC O6CCHC‘-ICHI/IC;

[Tocne TOro Kak THI BBIAEIIH C CaiiTa, I/ie BBOAMII JIMUHYIO HHPOPMAIIHIO, 3aii11 B HACTPONKHU
Opaysepa u ynanu cookies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMEPC,

JlaBaii cBoii HOMep MOOMIIBHOTO Tee(oHa TOIBKO JOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Thl KM HE MOJIb3yenibes. He 3a0biBait mHOT 1A
MPOBEPSITH 3TO.

Online urpsl

COBpeMeHHHe OHHafIH-HFpBI - 9TO KpaCOYHBIC, 3aXBAaThIBAIOIIUE PA3BJICYCHH, O6’I)eJII/IH$[I-OHII/Ie
COTHH TBICAY YCIIOBCK 11O BCEMY MUDY. I/IFpOKI/I HUCCIICAYIOT ,[[aHHBIfI UM MUp, 06H_[8.IOTCH Apyr C
APYrom, BBITTIOJIHAIOT 3aJaHus, CPAKAOTCA C MOHCTpaMHU U IMOJIY4YarOT OIIBIT. 3a YAOBOJIBCTBUC
OHU IJIATAT: MMOKYIAOT AUCK, OIIJIaYUBAIOT a0OHEMEHT HIIH HpI/I06peTaIOT KaKHuC-TO OIIIHH.



Bce a1u cpeacTBa uayT Ha mojJiepKaHUe U pa3BUTHE UTPHI, @ TAKXKE HAa caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCS] CUCTEMbI ABTOPU3ALIMH, BBITYCKAIOTCSI HOBBIE MATYH (LIU(PPOBBIE 3aIIATKU
JUIsL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTU CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT ornacaTtbCia HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KPaKHu TBOCTO
mapoJri, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3AlMU OOJIBIINHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu ipyroii urpok BeneT cedst MI0X0 WK co3aaeT Tede HePHUIATHOCTH, 3a0JI0KUPYH ero B
CIIMCKE UT'POKOB;

2. HO)KaHYﬁCH AIMUHHUCTpAaTOpaM MI'PbI HA IJIOXO0E ITOBCACHUE 3TOI'0 UT'POKaA, KEJIATCIIBHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykaswiBaii tnuHyto HHPOpMAIUIO B Ipodaiiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopuIIHaIbHbBIE TATYH U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE 1apOJIy;

7. Jaxxe BO BpeMsI UTPBl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [10Ka ThI Urpaenip, TBOM KOMIBIOTED
MOTYT 3apa3uTh.

DumuHr UIn KpaXa JJUIHBbIX JaHHbIX

OOBIYHOM KpaXkeil JeHeT U TOKYMEHTOB CErOHs YK€ HUKOTO He YIUBUIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37T0YMBIIINICHHUKH TIEPEMECTHIIMCH B UHTEPHET, U MPOI0HKAIOT
3aHUMAaThCA "IMIOOUMBIM" IEJIOM.

Tak nosiBH1ach HOBasi yrpo3a: HHTEpHET-MOLUICHHUYECTBA WK (DUIINHT, TJaBHAas 11eJIb KOTOPOTo
COCTOUT B MOJIyY€HUH KOH(UAESHIIMATBHBIX JaHHBIX MOJIb30BaTeNel - JOTMHOB U naposieil. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing - peidHas noBis, password -
apoJb).

OcHOBHBIE COBETHI IO 6OpHOE ¢ HUIITMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI 0J103peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CaThI, B TOM YHCIIE, MHTEPHET-Mara3nHOB M TIOUCKOBBIX CUCTEM;

3. Ucnonw3yit ciioxHbIe U pa3HbIe apoiid. TakuM o0pa3om, eciau TeOs B3IIOMAIOT, TO
3II0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3OManu, TO HEOOXOAMMO MPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
J00aBJICHBI y T€0S B IPY3bAX, O TOM, UTO T€OS B3IOMAJIA U, BO3MOXKHO, OT TBOETO UMEHHU OyieT
pacchuIaThCs CIlaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;



5. Ycranosu HanexHbIi naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpeiBaii (ailsibl U Apyrue BIOKEHUS B MUCbMaX, AK€ €CJIM OHU HMPUILIH OT TBOMX
npys3eil. Jlydine yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

[{udposast penyranus

[udposas pemyTanus - 5T0 HETaTUBHASI WM MO3UTHUBHAS HH(OpMAIUs B ceTH 0 Tele.
Komnpomerupyromas nadopmarus, pamelieHHas B UHTEPHETE, MOKET CEphE3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOH xu3HU. "Lludposas pemyranus" - 3T0 TBOI UMUK, KOTOPBINA
dbopmupyeTcst u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘Ie6bI, TBOC (1)I/IH8.HCOBO€ ITOJIOKCHUC, 0COOEHHOCTH XapakTepa u
pacCcKasbl O OJM3KHUX - BCE 3TO HAKAINIMBACTCSA B CETH.

MHorue nopoCTKH JIETKOMBICTIEHHO OTHOCSITCS K MyOJIMKAlMK JTUYHON nHpOpMaluu B
WNuTtepHere, He MOHUMAsT BO3MOYKHBIX TTOCIIEACTBUM. ThI 1ayke HE CMOKEIIb JI0TaIaThCsl O TOM,
yto dotorpadus, pa3mellieHHas 5 JeT Ha3a/l, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTapuu, pa3meneHie TBoux Gpororpaduil u qpyrue IeiHCTBUS MOTYT HE UCUYC3HYTh JaKe
MOCJIE TOTO, KaK Thl HX yJaIUIIh. Thl HE 3HACIIH, KTO COXPAHIII ATY HHPOPMAIIHIO, TTOTaja JIh
OHa B TIOUCKOBBIE CUCTEMBI H COXPAaHWIIACH JIX OHA, a TJIABHOE: YTO TOJyMAIOT O TeOe
OKPYKAFOIIHE JTFOAM, KOTOPhIC HAWAYT M YBUIAT 3T0. HaliT MHGOpMAIUIO MHOTO JIET CITYCTSI
CMOKET JIt000i1 - Kak 13 100pbIX TOOYKIACHH, TaK U C HAMEPEHHEM NMPUYUHUTE Bpel. ITO
MOJKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTauu:

1. ITogymaii, mpexie 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B O6J0re UM B COLUATBHOM
CeTH;

2. B HacTpoiikax npo¢uis yCTAaHOBU OTPaHUYEHUS Ha POCMOTP TBOETO MPOPHIIS U €ro
COJZIEP’)KUMOT0, CIIENal ero TOJIbKO "Il Ipy3en';

3. He pa3smemnaii u He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOISAThH MK
00MXKaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IITKOJILHUKY - aKTUBHBIE TT0JIb30BaTeN (P poBoro npocrpancTea. OaHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTHMHU BO3MOXKHOCTSIMU IIU(PPOBOro MHUpa TpedyeT
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "HHTEIJIEKTYyalbHasi COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMUHBIM TBOPEHUSM
YeJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, M 3aKaHYUBasi KHUTramMu, pororpadusaMu, KHHOGUIbMaMH U
MY3bIKaJIbHBIMHU MPOU3BEICHUSIMHU.

ABTOpCKI/IC IIpaBa - 9TO IIpaBa Ha UHTCJIJICKTYAJIbHYIO COOCTBEHHOCTD Ha MMPOU3BCACHUSA HAYKH,
JIMTEPATYPbl U HCKYCCTBA. ABTOpCKI/Ie IIpaBa BBICTYIAIOT B KAY€CTBE rapaHTU TOTO, YTO



MHTEJUICKTYaIbHBII/TBOPUECKUI TPy aBTOpa HE Oy/IEeT HAIPaCHBIM, JacT €My CIIpaBeIIHBbIE
BO3MOXKHOCTH 3apa00TaTh Ha pe3ylbTaTax CBOEro TPyAa, MOJYUYNUTh U3BECTHOCTh U MIPU3HAHUE.
Huxkro 6e3 pa3pemnieHust aBTopa He MOXKET BOCIIPOU3BOAMTE €r0 MPOU3BEICHNE, PACTIPOCTPAHSTH,
MyOJIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHUPOBATH, IIYCKaTh B IMPOKAT, ITYOJIUYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe WK pazmemiaTs B IHTepHeTe.

Hcnonb3oBanue "mUpaTcKoro” MporpaMMHOTO 00ECIIEYeHUsI MOXKET MPUBECTH K MHOTUM
pHCKaM: OT OTEPH JITAHHBIX K TBOUM aKKayHTaM J10 OJIOKHPOBKH TBOETO YCTPOWCTBA, IIe
yCTaHOBJICHA HeserajbHast mporpamma. He ctout Taxoke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHBIE
U OecIuTaTHBIE TPOTPaMMBI, KOTOPhIE MO>KHO HAlTH B CETH.

O noprane

CereBU4oK.p( - TBOI TVIABHBIN COBETYHK B CETU. 3/IECh Thl MOXKEIIb Y3HATH O 0€30MaCHOCTH B
CETH MOHSATHBIM U JOCTYITHBIM SI3bIKOM, a TIPU BOBHUKHOBEHUU KPUTUUYECKON CUTYaIlH
00paTHTHCS 32 COBETOM. A TaKKe MPUHATH YIacTHE B KOHKYPCaxX M CTaTh CAMBIM ITU(POBBIM
rpax jaHuHOM !

[Tpunoxenue N 3
ITAMSTKA JULSI POOUTEJIEN Ob UTHOOPMALIMOHHONM BE3OITACHOCTU JAETEN

Ornpenenenne TepmuHa "uHdopmalmonHas 6e30macHocThb aeteit” comepxkurcs B DenepanbHoM
3akoHe N 436-D3 "O 3ammTe nerei oT HHGOPMAIMH, IPUYUHSIONICH Bpe UX 30POBBIO U
Pa3BUTHUIO", PETYIUPYIOUIUM OTHOIIEHHUS, CBSI3aHHBIE C 3aIIUTON JIeTel OT MH(POPMAIIHH,
MPUYMHSIONIEH Bpel UX 30pOBBIO U (1K) pa3BuThi0. COrNIacHO TaHHOMY 3aKOHY
"uH(popmManoHHast 0€3011aCHOCTh AETEU" - 3TO COCTOSHUE 3aLIUILEHHOCTH, IIPU KOTOPOM
OTCYTCTBYET PUCK, CBSI3aHHBIN C MpUYMHEHHEM WH(pOpMaliel Bpeia ux 310pOBbI0 U (MIIN)
bu3HIECKOMY, ICHXUIECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepansroro 3akona N 436-D3 undopmariueit, MpUUUHSIONICH Bpel 310POBbIO U
(unn) pa3BUTHIO JIETEH, SIBISETCS:

1. I/IHq)OpMaI_II/ISI, 3alpelICHHAaA IJId paClIpOCTpaHCHUA CPpCaAn ):[eTeﬁ;

2. uadopMaius, pacrpocTpaHeHne KOTOPOH OTPAHUYCHO CPEAH IETEH OMPEACIICHHBIX
BO3PACTHBIX KaTeropuil.

3. K uadopmarun, 3anpenieHHoi uis pacpocTpaHeHUs CPeIu JeTel, OTHOCUTCS:

4. napopmanus, NoOyXaaromas AeTeil K COBEPUICHUIO JeHCTBUH, MPEACTABISAIONINX YTPO3Y HX
’KU3HU U (WIH) 3I0POBBIO, B T.U. IPUYMHEHHIO BpEla CBOEMY 310POBbI0, CaMOyOUNCTBY;

5. cIOCOOHOCTD BBI3BATh Y JIeTeH KelaHue yoTpeOUTh HApKOTUYECKHE CPEJICTBA,
MICUXOTPOIHBIE U (UJIM) OAYPMaHMUBAIOIINE BEUIECTBA, TAOAUHbIE U3/IEHS, aJIKOTOJIBHYIO U
CIUPTOCOJEPIKALLYIO TPOIYKIIUIO, IMBO U HAIIMTKH, U3TOTABIMBAEMBIE HA €0 OCHOBE; IPUHSITH
ydacTue B a3apTHBIX UIPax, 3aHUMAThCS MPOCTUTYLHEN, OPOJISKHUYECTBOM HIIH
MONPOIIAHHUYECTBOM;

6. 06OCHOBBIB8.IOH_IaSI HJIN OIIpaBAbIBArOMIasaA JONMYCTUMOCTD HACUJIUSA U (I/IJ'II/I) ’K€CTOKOCTH JIH0O
n06y>1<)1a10111a$1 OCYIICCTBJIATE HACUJIILCTBCHHLBIC I[@flCTBI/ISI 110 OTHOIICHUIO K JTIOJAM U
KHUBOTHBIM,



7. oTpULAIOIIas CeMEWHBIE ICHHOCTHU U (JOPMHPYIOIIAs HEYBAXKEHUE K POAUTENAM U (WIIH)
JPYTUM 4JI€HaM CEMbH;

8. onpaB/bpIBaIONIAst TPOTHBOIIPABHOE ITOBEICHUE;
9. comeprkarias HEICH3YPHYIO OpaHb;
10. coneprxkamast HHGOPMAIUIO TOPHOTPaPUIECKOT0 XapaKTepa.

K undopmanun, pacupocrpaHeHue KOTOPOH OrpaHUUYEHO CPEAU AETEH ONpeeICeHHOro Bo3pacTa,
OTHOCHUTCSI:

1. uadopmanusi, npeacTaBiIsieMasl B BUIe U300paKEHUS UM ONHMCAHUSI )KECTOKOCTH,
(bu3HYeCcKOro u (W) ICUXUYECKOTO HACUIINS, MPECTYIUICHUS U HHOTO aHTHOOIIECTBEHHOTO
JEUCTBUS,

2. BBI3BIBAIONIAA y JIETEH CTpax, y)Kac WIK NaHHUKY, B T.4. TIPEACTaBIsieMasi B BUI€ N300paKeHHS
WIN OIMCaHMS B YHHIKAIOLIEH YeI0BeYeCKOe JOCTOMHCTBO (JOpME HEHACUIIbCTBEHHON CMEPTH,
3a0oJeBaHus, CaMOyOHIICTBA, HECYACTHOTO CIIydasi, aBapHH WM KaTacTpodbl U (MITH) UX
MTOCJIC/ICTBHI;

3. npexacrasisgeMas B BUJIe M300paKeHUs WM OMMCAHUS NOJIOBBIX OTHOLICHUN MEXIY
MY>KYAHOU U KEHIIMHOW;

4. conepxamasi OpaHHBIE CIIOBa U BHIPAKEHUS, HE OTHOCAIINECS K HEIIEH3YpHOU OpaHH.

C yuerom storo Bam npeanararorcs npasuiia paboTsl B ceTu MIHTepHET 1711 pa3inuyHbIX
BO3PAaCTHBIX KaTeropuii, COOJII0IEHUE KOTOPBIX MO3BOJIUT 00€CeYUTh HH()OPMALIMOHHYIO
0€30I1aCHOCTh BAIIMX JETEH.

OO6ume mpaBuia Ui poauTenen

1. He3aBucuMo oT Bo3pacta pebeHKa UCIONIb3YyHTe IporpaMMHOE obecrieueHue, MOMOTaroniee
¢uIbTPOBaTh U KOHTPOIMPOBATh UH(POPMAIIMIO, HO HE IoJIaraiiTech MOJIHOCThIO HAa Hero. Baie
BHUMaHHE K PeOCHKY - IJIaBHBIA METO/1 3alUTHI.

2. Ecnu Bam peGeHOK MMeeT akKayHT Ha OJHOM U3 COLIMabHBIX cepBUcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMaTeIbHO U3YyYUTE, KaKy0 MH()OPMAIUIO TOMEIIAIOT €T0
YYaCTHUKHU B CBOMX Mpoduisx u 0siorax, BKiaovast pororpaguu U BUJEO.

3. IIpoBepbTe, ¢ KAKUMH IPYTMMH CaliTaMH CBsI3aH COLIMATIbHBIN cepBrc Bamero pedenka.
Crpannuku Bamero peGenka MOryT ObITh 6€30IaCHBIMM, HO MOT'YT U COJIEPXKaTh CCHUIKH Ha
He)KeJlaTeJIbHbIE U ONIaCHbIE CAWTHI (HalpUMep, MOPHOCANT, TN CAlT, HA KOTOPOM APYT
YIIOMHHAET HOMep coToBOro Tenedona Bamero pedenka mnu Bam fomamrsuii agpec)

4. Ioowmpsiite Bamux neteii cooduiate 000 BceM CTPaHHOM WJIH OTTAIKUBAIOIEM U HE
CJIMILIKOM OCTPO pearupyiTe, KOrjaa OHHM 3TO JeNaoT (M3-3a OMaceHUs MOTEPATh AOCTYII K
WHTepHeTy neTH He TOBOPST POAUTENSIM O MpobieMax, a TaK)Ke MOTYT HayaTh UCIOJIb30BATh
WHTepHeT BHE 10Ma U LIKOJIbI).

5. BynwTe B Kypce cereBoii xu3Hu Bamero pebenka. UnTepecyiitech, KTo ux Apy3bs B MHTepHET
TaK K€, KAK HUHTEPECYETECh PEallbHBIMU JIPY3bIMH.



Bospact ot 7 1o 8 net

B NHrepHeTe peOeHOK cTapaeTcsi IOCETUTh TE€ UM UHBIE CaliThl, @ BO3SMOYKHO U 4arThl,
paspelIeHne Ha IOCEeIIEHUE KOTOPBIX OH He MOoXy4ui Obl 0T poaureneil. [loatomy poautensm
0COOEHHO MOJIe3HBI OYYT T€ OTYETHI, KOTOPBIE PEAOCTABIISAIOTCS IPOTPaMMaMH 10
OrPaHUYEHUIO HCTIoNIb30BaHMs IHTepHeTa, T.e. POOUTENbCKUI KOHTPOJIb UITH TO, YTO BBI
CMOXeETe YBUJETh BO BpeMEHHBIX (aitax. B pesynbrate, y peOeHKa HEe OyAeT OLIYIIeHHUs, YTO 32
HUM BeJIETCSA NOCTOSHHBIA KOHTPOJIb, OIHAKO, POAUTENN OYAYT MO-NIPEKHEMY 3HATh, KAKHE
CaifThI mocemnraer ux pedeHokK. JleTu B JaHHOM Bo3pacTe 00J1aal0T CHIIbHBIM YYBCTBOM CEMbH,
OHH JIOBEPUYMBBI M HE COMHEBAIOTCA B aBTOpUTeTaX. OHU JMIOOAT UIpaTh B CETEBBIE UTPhI U
IyTEUIECTBOBATH 110 MIHTEpHETY, UCTIONb3Ys ANEKTPOHHYIO I10YTY, 3aXOAUTh HA CANTHI U YaThl,
HE PEKOMEHIOBaHHBIE POIUTEIISIMHU.

Cosetsl 110 O6e3omacHocTH B cetu IHTEepHeT /y1s nereit 7 - 8 et

1. Co3pmaiiTe CIMCOK JOMAIIHUX MTPAaBHJI MoceneHns VHTepHeTa npy y4acTuu JeTeid u Tpelyiite
€ro BBIITOJHEHUS.

2. TpeOyiite ot Bamiero pedenka coOr01eHUS BPEMEHHbBIX HOPM HaX0XKJICHHS 33 KOMIIBIOTEPOM.
[Toxaxxute pebeHKy, uro Bel HabmomaeTe 32 HUIM He TIOTOMY 4TO Bam 310 X04ercs, a moromy

yT0 BBl O€CIIOKOUTECH O €r0 0€30MacHOCTH U BCCrZa rOTOBBI EMY IIOMOYb.

3. Kommbtorep ¢ noaxitoueHueM K MIHTepHeTy J0KeH HaXOJUThes B 00Iel KOMHATe M0
IIPUCMOTPOM POJIUTEIEH.

4. HCHOHBBYﬁTC CIICHHaJIbHBIC ACTCKUEC IIOMCKOBBIC MAallIMHBI.

5. Ucnonw3yiiTe cpencTBa OJIOKUPOBAHMS HEXKENATEILHOTO KOHTEHTA KaK JOMOJIHEHUE K
CTaHJapTHOMY POoAHUTENbCKOMY KOHTPOJIIO.

6. Co3aiiTe CeMEMHBIN JIEKTPOHHBIN AMIKK, YTOOBI HE TTO3BOJIUTH JIETAM UMETh COOCTBEHHBIE
azpeca.

7. BriokupyiiTe 10CTyN K caifTaM ¢ O€CTUIaTHBIMU MTOYTOBBIMU SIITUKAMH C TIOMOIIIBIO
COOTBETCTBYIOILIETO MPOTPAMMHOT0 O0ECTIeUeHUSI.

8. IIpuyunre nereit coeroBaThes ¢ Bamu nepes onyoinkoBaHHeM Kakoil-mubo nHdopmauu
CpEJCTBAMU 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OPM U MPOPUIIEH.

9. HayuuTe neteil He 3arpyxathb (ailibl, IporpaMMbl UM MY3bIKY 0€3 Balllero COriacHusl.
10. He paspemaiite geTsM UCIOIB30BaTh CIYKObl MTHOBEHHOT'O 0OMEHA COOOIICHUSIMHU.

11. B "GenbIil" ciMcok calTOB, pa3pelIeHHbIX I OCEIIEHHUS, BHOCUTE TOJIBKO CalThI €
XOpOoUIeH peryTanuen.

12. He 3a0bIBaiiTe OecenoBath ¢ IeTbMH 00 UX Ipy3bsix B MIHTEpHETE, Kak eciu OBl peub 1uia o
JIpY3bsiX B peaIbHOM KU3HHU.

13. He nenaiite "ta0by" 13 BOMpPOCOB MOJIOBOM KU3HHU, TaK Kak B IHTepHETE AeTH MOTYT JIETKO
HATKHYTHCS HAa TOPHOTpa(HIO WK CalThI "5 B3pOCHbIX".



14. [Ipuyuute Bamero pebenka cooOmaTe BaM 0 JIFOOBIX YTpO3ax MM TPEBOTaX, CBA3AHHBIX C
NuTtepuerom. OcTtaBaiiTech CTIOKOWHBIMU M HATIOMHHUTE JIETSM, YTO OHU B 0€3011aCHOCTH, €CIIH
CaMU pacCKa3aJii BaM O CBOUX TpeBorax. [loxBamure ux v oCOBETYWUTE IOJOUTH €Ile pa3 B
HNOJOOHBIX CITy4dasix.

Bo3spact gereit ot 9 no 12 ner

B manHOM BO3pacTe AeTH, Kak MPaBUIIO, YK€ HACIBIIIIAHbI O TOM, Kakas HH(popMaius
cymectByer B Uurepuere. CoBeplieHHO HOPMAIbHO, YTO OHU XOTAT 3TO YBUJIETh, IPOYECTh,
ycibimaTh. [Ipu 3ToM HY)KHO TIOMHHUTB, 4TO AOCTYI K HEXKENaTeIbHBIM MaTepruaiaM MOYKHO
JIETKO 3a0JIOKHPOBATH MPHU TIOMOIIU CPEJICTB POMUTETHCKOTO KOHTPOJIS.

CoBeTbl 10 0€30I1acCHOCTH I eTeit ot 9 1o 12 ner

1. CoznaiiTe ciMcoK AOMAIIHUX MPaBUII ocenieHust IHTepHeT mpu y4acTuu AeTel u TpedyiTe
€r0 BBIIIOJIHEHHUS.

2. TpeOyiite ot Bamero pedernka coOII0CHIS HOPM HaXOKICHUS 32 KOMITBIOTEPOM.

3. HaGmroaiite 3a peOCHKOM TIpU paboTe 32 KOMIIBIOTEPOM, TIOKAXKHUTE €MY, 4TO BbI
OECIIOKOUTECH O €ro 0€30MaCHOCTH U BCETia TOTOBBI OKa3aTh €My IMTOMOIIIb.

4. KomnbroTep ¢ mojakiaroueHueM B THTepHET JOKEH HaXOqUThCs B 00IIEH KOMHATE MO
IIPUCMOTPOM POAUTEIEH.

5. Vcnone3yiite cpeacTBa 6JIOKMPOBAHUS HEKEIATEIbHOTO KOHTEHTA KakK JIOMOJHEHUE K
CTaHJapTHOMY PoauTennbckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHUMATh HEOCPEICTBEHHOE yYacTHE B )KU3HU peOeHKa, Oece0BaTh ¢
neTbMH 00 UX Apy3bsix B IHTepHeTe.

7. HactauBaiite, 4TOOBI AETH HUKOT'/1a HE COTJIAIIAJIMCH Ha JIMYHBIE BCTPEUH C JPY3bIMHU 110
HHurepHerTy.

8. ITo3BomnsiiTe AE€TAM 3aXOIUTh TOJIBKO HA CAalThI U3 "Oemoro" cmrcka, KOTOPBI co3anTe
BMECTE C HUMHU.

9. Ilpuyunte nereil HUKOI1a HE BbIIaBaTh JIMUHYIO HH(POPMAIIHUIO CPEICTBAMU HIIEKTPOHHOM
MOYTHI, YaTOB, CHCTEM MI'HOBEHHOT'O 0OMEHa COOOLIEHUSIMH, PETUCTPALIMOHHBIX (JOPM, JIMYHBIX
npoduiielt 1 Ipu perucTpaluy Ha KOHKYpChl B IHTepHeTe.

10. [IpuyunTe neTeii He 3arpyxarh nporpaMmMel 6e3 Baiero paspemenus. O0bACHUTE UM, YTO
OHM MOTYT CITy4alfHO 3arpy3UTh BUPYCHI WIIN APYTroe HeXKeIaTeIbHOE IPOrpaMMHOE
obecrieueHue.

11. Coznaiite Bammemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3aIUCh JUIsl pabOThl Ha KOMITBIOTEPE.
12. Tlpuyunte Bamiero pebenka cooOuiarh BaM 0 JIF0ObIX yrpO3ax WK TPEBOTaxX, CBA3aHHBIX C
WNutepHerom. HamomHuTe A€TAM, YTO OHU B 0€30IACHOCTH, €CIIM CaMH paccKa3ajid BaM O CBOUX

TPEBOrax 1M OMACCHUAX.

13. Pacckaxxute nersm o mopHorpaduu B UuTepHere.



14. HacrauBaiiTe Ha TOM, YTOOBI IETH NMPEIOCTABIISUIN BaM JOCTYI K CBOEH 3JIEKTPOHHOH I1ouTe,
4TOOBI BBl YOSAMINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. O0BsicHUTE IETAM, UTO HEJIb3sI UCIIOJIb30BATh CETh JIJISl XYJIUTaHCTBA, PACTIPOCTPAHEHHUS
CIUIETEH WIH yIpo3.

Bospact nereit ot 13 1o 17 ner

B 3TOM BO3pacTe NOAPOCTKH aKTUBHO UCHOJb3YIOT IIOMCKOBBIE MAILIMHBI, IOJIb3YHOTCA
AIIEKTPOHHOM MOYTOM, CIIy>KOaMU MTHOBEHHOTO 0OMeHa COOOIEHUSIMH, CKaYUBAIOT MY3bIKY U
¢wibMbl. ManbunkaM B 3TOM BO3pacTe 00JIbIlIe II0 HpaBy CMETAaTh BCE OrpaHUUYEHMsI, OHU
KaXyT rpyOOro I0MOpa, a3apTHBIX UIP, KAPTUHOK 111 B3pocibIX". [leBOUKM PEATIOUUTAIOT
00I1aThCs B YaTax, IPH TOM OHU ropasio 00siee UyBCTBUTENBHBI K CEKCYaIbHbIM
JloMorarenbcTBam B MIHTepHeTe.

3a4acTylo B JAaHHOM BO3pacTe POJUTEIISAM YK€ BECbMa CII0KHO KOHTPOJIMPOBATH CBOMX JIETEH,
Tak Kak 00 MlHTepHeTe OHM y)Ke 3HAIOT 3HAYUTENILHO OO0JIbIIe cBOMX poauTeneil. Tem He MeHee,
He oTIycKaiiTe neteil B "cBoOoaHoe maBanue” no Murepuery. Crapaiitech akTUBHO
y4acTBOBAaTh B 00IIeHNH pedeHka B MIHTepHere.

BaxxHo no-npexxuemy crporo co0moaTh npasuiia MIHTepHeT-0€30MacHOCTH - COTJIAIIEHUE
MEXy poauTeIsIMU U JeTbMu. Kpome Toro, Heo0XoauMo Kak MO>KHO Yallle IpOCMaTpUBaTh
OTYEeTHI 0 JiesTenbHOCTH eTel B HTepHere. Ciiegyer oOpaTuTh BHUMaHUE Ha HEOOXOIMMOCTh
COJEpKAHUS POAUTENIBCKUX Maposiel (Maposei aAIMUHUCTPATOPOB) B CTPOTOM CEKPETE U
00paTuTh BHUMAHUE HA CTPOrOCTb 3TUX MapoJIei.

Cogersl 110 06€301aCHOCTH B 3TOM Bo3pacte ot 13 1o 17 ner

1. CoznaiiTe ciMcoK AOMaIIHUX IPaBUII MTOoceleHus IHTepHeTa npu ydyacTuu MoJipoCcTKOB U
TpeOyiiTe 6€3yCcIOBHOrO €ro BhIMoJHEHHUsI. OOroBopuTe ¢ peOEHKOM CIHCOK 3alPELIeHHBIX
caiitoB ("uepHbIii cicok"), yackl paboThl B MIHTEpHETE, pyKOBOACTBO MO OOILIEHUIO B
WuTtepHeTe (B TOM YHCIIE B YaTax).

2. KOMHBI-OTep C IOAKIIFOYCHUEM K CCTHU I/IHTepHCT JOJIDKCH HAaXOJUTHLCS B O6IJ.I€I>1 KOMHaArTe.

3. He 3a0b1BaiiTe OeceoBath ¢ AE€TbMH 00 UX JIpy3bsiX B IHTEepHETE, O TOM, YEM OHH 3aHSTHI
TaKuM 00pa3zoM, OYATO peub UJAET O APY3bsiX B peaibHON xkHU3HU. CrpalimBaiTe o JIOJsX, C
KOTOPBIMHU JIETH OOIIAI0TCS MOCPEACTBOM CIIYKO MTHOBEHHOT'O 0OMEHA COOOIICHUSIMU, YTOOBI
yOeaUTHCS, YTO 3T JIIOJIU UM 3HAKOMBI.

4. Vcnonp3yiiTe cpencTBa OJIOKHPOBAHUS HEXEIaTeIbHOI0 KOHTEHTA KaK JOMOJIHEHHE K
cTaHaapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. HeoOxoaumo 3HaTh, KaKUMH YaTaMHu 1osb3ytotes Bamm getu. [loompsiiTe ucrnonbp3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTaWBaiTe, YTOOBI IETH HE OOIIAINCH B IPUBATHOM PEKUME.

6. HacrauBaiite Ha TOM, 4TOOBI I€TH HUKOT/Ia HE BCTPEYAIUCH JIUYHO C IPY3bsIMHU U3 CETH
WNurepHer.

7. Ilpuyunte nereil He BbIIaBaTh CBOIO JTMUHYIO HH(OPMAIIHIO CPEJICTBAMU HJIEKTPOHHOMN MOYTHI,
4aTOB, CUCTEM MTHOBEHHOT'O 00MeHa COOOIEHUSIMU, PETUCTPAILIMOHHBIX (POPM, JIMYHBIX
npoduiielt 1 Ipy perucTpaluy Ha KOHKYpChl B IHTepHeTe.



8. IIpuyunTe nereit He 3arpyxarth nmporpamMmmsl 0e3 Baiero paspemenus. O0bICHUTE UM, YTO
OHM MOTYT CIIy4alHO 3arpy3UTh BUPYCHI WII APYTO€ HEKENATEIbHOE IPOIrPAMMHOE
o0ecreucHue.

9. Ilpuyunte Barmiero peberka coo0ImaTh BaM 0 JHOOBIX yrpo3axX WM TPEBOraX, CBI3aHHBIX C
NuTteprerom. HanoMHuTE 1ETSM, 4TO OHM B 0€30IIACHOCTH, €CIIM CAMH PAacCKa3aid BaM, O CBOUX
yrpo3ax wiu TpeBorax. [loxBanuTe uUx ¥ MOCOBETYITE MOAONUTH €Ille Pa3 B MOJOOHBIX CIIydasix.

10. Pacckaxkure netsim o mopHorpaduu B Matepuere. [lomorure uM 3aiuTUTHCS OT cliama.
HayuunTe noapocTkoB He BbAaBaTh B VIHTEpHETE CBOETO peabHOIO AIEKTPOHHOIO agpeca, He
0TBEYATh Ha HEXeJaTeIbHbIE MMUChMa U UCTIOIb30BaTh CIICUAILHBIC TIOYTOBBIC (PHIIBTPHI.

11. ITpuyunTe cedst 3HAKOMHUTHCS C CATaMH, KOTOPBIE IMMOCEIIAIOT MOAPOCTKH.

12. Haqu/ITe ,Z[eTeﬁ yYBaXaThb APYTHUX B UHTCPHCTC. y6e,I[I/ITCCI>, YTO OHHU 3HAKOT O TOM, 4YTO
I[MpaBuJjia XOpPOUICTO MMOBEACHU A HeﬁCTBYIOT BE3/C - NAXKC B BUPTYaJIbHOM MUPC.

13. OObsicHUTE ACTSIM, UTO HU B KOEM CITy4ae HeJlb3s UCIOIb30BaTh CeTh sl XyJIUTaHCTBA,
pacripoCcTpaHEHUs CIUIETEH WK YIPo3 APYTUM JIOSM.

14. O6cynure ¢ MOAPOCTKAMU MPOOJIEMBI CETEBBIX a3aPTHBIX UIP U UX BO3MOXKHBINA PHUCK.
HamomHuTe, 4TO 1€TH HE MOTYT UTPATh B 3TH UTPHI COTIIACHO 3aKOHY.

[TocTosiHHO KOHTpONIUPYiiTE Ucnionb3oBaHue MHTepHeTa Bammm peGenkom! D10 He HapylieHue
€ro JMYHOI0 MPOCTPAHCTBA, a MEpa IIPEIOCTOPOKHOCTH U NpOosiBIeHUE Bammen poaurenbckon
OTBETCTBEHHOCTHU U 3a00THI.





